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Chapter 1. Smart Card Logon

Form Microsoft Windows 2000 and above, MS included in-built smart card logon
verification; the system user can either use traditional “username + password” to verify
domain user or use smart card to automatically verify user identity. Comparing the two

methods, smart card logon can be much safer and easy-to-use since the user is only needs to

remember PIN of his/her smart card being used to logon.

1.1 Prerequisites — Request for Smart Card Logon Certificate

1. Make sure the mToken device has been connected to your computer.

2. Open the certificate server page through Internet Explorer. (Here | will access my CA

Server at http://192.169.194.129/certsrv)

(7 Microsuft Active Directory Certificate Services - Windows Intermet Explorer

=18 x|

@ 3w [ toee92. 168, 190 129 e B RN S Bl

Lo Fevntes @ y Certifcate & | | 5 = B - [ - pope - afety - Tods - -
Micrasaft Active Directory CortiScate Senices

=
WINAOCSTIRHIGRU-CA

Welcome

Use this Web site to request a cedificate for your Web browser, e-mail client, or ather program. By using a cerificate, you can verify your identity to people you communicate with over the Web,
sign and encrypl messages, and, depending upon the type of certiicate you request, perform ather secunty tasks.

You can also wse this Web site to download a certificale authonty (CA) certiicate, cerhicate chain, or ceriicate revocation st {CRL), or o view the status of a pending request
For more information about Active Directory Certificate Senaces, see Active Direclory Certificate Seraces D

Select a task:
i I

Wiew the status of a pending ceificate request
i ifis fi

., -

3. Select Request a certificate — Advanced Certificate Request — Create and
submit an application to the CA.

4. In Certificate Template Area, select smart card related template (Smartcard User or
Smartcard Logon).

5.

Select Microsoft Base Smart Card Crypto Provider as the CSP.
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Certificate Template:
Smartcard Logon -l

Hey Options:

¥ Create new key set T Use existing key set

CSP.
Key Usage: & Exchange
Key Size: IW ﬁﬁ:lﬂﬁ {common key sizes: 1024 2048 )
' Automatic key container name " User specified key container name
™ Mark keys as exportable
™ Enable strong private key protection

Additional Options:

6. Finish the above Settings; click Submit, the PIN dialog box pops up.

Windows Security @

Microsoft Smart Card Provider
Please enter your authentication PIM,

—=3| PIN
PN |

Click here for more information

| ok || cancel

7. Type the correct PIN and click OK,a pending certificate page will be displayed, you

need to wait for issuer to authenticate and issue you the certificate:
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{7 Microsolt Active Directory Certificate Services - Windows Intemet Explorer =18] x|
Wvlg /502, 168, 194, 129 foertr e tnsh s =l [@)[42 )l x| [F e T
L Fovontes @ Mcrasoft Active Diectory Certificate Servers | | f » B - Lo - pope~ gafety - Tods < e

Microsoft Active Directory Co WIN-OCSTIRHIGRU-CA

Certificate Pending

Your certificate request has been received. However, you must wait for an administrator to issue the certificate you requested.
Your Request Id is 3.
Please return to this web site in a day or two to retrieve your certificate.

HNote: You must retum with this web browser within 10 days 10 retrieve your certificate

|

[T [T [ Trusted sitms | Brotected Moda: Qff [Fa = [Fmoom -

8. Back to Step 1, select view pending certificate request status. After receiving the
notification from your Certificate Authority (CA), you can get the certificate.

9. When installing the certificate, system will also verify your PIN, click Install this
certificate, you can determine whether the certificate is correctly installed

according to the prompts.

Coertil Issued

The certiicale you requested was issued lo you
E‘E‘I Iimstall bns ceribcale

™ Save response

|

[T [ Trusted sites | Brotected Moda: 0 |%a = [Hmom - o
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Gd._--"ln 1152 168, 194, 129/ ces

Lp Favoites @ 4 s ||

Your new certificate has been successfully installed.

== —l—rrrmmmlﬂm—.ﬂ
1.2 Smart Card Logon
1. Open Wireless Network Connection Status
. ] Wireless Metwork Connection Status u
General
Connection

IPv4 Connectivity: Internet

IPvE Connectivity: Mo Internet access

Media State: Enabled

S5I0; LM303-5ales

Duration: 08:10:56

Speed: 72.0 Mbps

Signal Quality: !!!!!

|[ Wireless Properties ]

Sent — & —— Received

i

Bytes: 112,549,769 I 1,605,492,761

[@Emperties ” @Qisable ” Diagnose ]

2. Click Properties and double-click “Internet Protocol Version 4(TCP/IPv4)”. Set the

Server address, here | will set my server address: as 192.169.194.129
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"
Internet Protocol Version 4 (TCP/IPvd) Properties M

General | Alternate Configuration |

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your netwark administrator
for the appropriate IP settings.

(@) Obtain an IP address automatically
{7 Use the following IP address:

(7) Obtain DMNS server address automatically

i@ Use the following DNS server addresses:
Preferred DNS server: 192 . 169 , 194 , 129|

Alternate DMS server:

[ validate settings upon exit

[ Ok ][ Cancel ]

[

]

3. Back to the desktop, right-click Computer, select Properties — Advanced system

settings — Change

© Century Longmai Technology Co.,Ltd. 2015 Page 8 of 40
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“ Sy - s
1 18 » Control Panel » All Control Panel ltems » System AN ) Search Control Panel 0

Control Panel Home

@) Device Manager

'@' Remote settings Computer Name |Harn‘ware Advanced | System Protection | Remcte|

.
@ System protection - ;
&II Windows uses the following information to identify your computer

on the netwark.

@' Advanced system settings

Computer description:

For example: "Kitchen Computer” or "Mary's
Computer”.

Full computer name: Rachel longmai local

Domain: longmailocal
To use a wizard to join @ domain or workgroup, click _
Netwode 1D, Network ID...

To rename this computer or change its domain or

woregroup, click Change. 'S'Change settings

See also

Action Center

Windows Update

Performance Information and
Tools

4. Input domain name, here | input longmai.local as my domain name.

You can change the name and the membership of this
computer. Changes might affect access to network resounces.

Computer name:
Rachel

Full computer name:
Rachel longmai local

Member of
(@) Domain;

| longmai local

() Workgroup:

5. Finish all steps, and click OK (must input correct domain name and domain password

to join in domain successfully).
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Connect your smart card certificate device to the computer.

Switch account, login with smart card device.

After entering system with smart card device, if you want the system can

automatically lock screen after device is unplug from the computer.

Optional: change some local properties - Select Control Panel — Administrative

Tools

e

@Qv@ v Control Panel » All Control Panel Iterns »

- | +3 | | Search Control Panel

)

Adjust your computer’s settings

P Action Center

@) Backup and Restore
_-,L Date and Time

=4 Device Manager

'@' Ease of Access Center
=l Getting Started

Administrative Tools

L4 Color Management

'@ Default Programs

@ Devices and Printers
Folder Options

) HomeGroup

Internet Options &2 Keyboard

¥ Mouse 5+ Metwork and Sharing Center

& Parental Controls B Performance Information and Tools
E Power Options Pregrams and Features

& Region and Language 4 RermotefApp and Desktop Connections
@ Speech Recognition @ Sync Center

iTaskbarand Start Menu [®@ Troubleshooting
‘;WindowsAnytime Upgrade a Windows CardSpace

@ Windows Firewall =1 Windows Update

View by:  Small icons =

@ AutoPlay

Credential Manager
[t} Desktop Gadgets

B Display

A Fonts
¢ Indexing Options
Location and Cther Sensors
O Notification Area lcons
{5 Phone and Modem
i Recovery

% Sound
18 System
82, User Accounts
& Windows Defender

9. Double-Click Local Security Policy

© Century Longmai Technology Co.,Ltd. 2015
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AN

Home

Shortcut Tools

WView Manage

T - + Control Panel » System and Security » Administrative Tools

‘k Favorites
B Desktop
%7'_ Recent places
8 Downloads
& OneDrive

[ Libraries
@ Documents
J’ Music
[E=] Pictures
Subversion

! Videos

1M Computer
FE o ()]
D (D)
ca E(E)
= F(F)
&4 CD Drive (H:)

€ S

21 items

»
Mame

@- Component Services

EJ Computer Management

Eﬁ Defragment and Optimize Drives
Disk Cleanup

@ Event Viewer

fl iSCS Initiator

Date modified Type

7/26/2012 422 AM
7/26/2012 419 AM
7/26/2012 418 AM
7/26/2012 422 AM
7/26/2012 4:20 AM
T/26/2012 4:22 AM

Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut

v G

v e
Search Administrative... 0@

Size

7/26/2012 419 AM  Shortcut

Il% Local Security Policy I
ODEBC Data Sources (32-bit)
ODBC Data Sources (64-hit)
@ Performance Menitor
% Print Management
Resource Monitor
ﬂa Services
@ System Configuration
@ Systemn Information
@ Task Scheduler
@ Windows Firewall with Advanced Security
@ Windows Memory Diagnostic
(@ Windows PowerShell (x36)
E’ Windows PowerShell ISE (x86)
@ Windows PowerShell ISE

1item selected 1.09 KB

7/26/2012 4:29 AM
7/26/2012 4:25 AM
7/26/2012 4:17 AM
7/26/2012 4:29 AM
T/26/2012 417 AM
7/26/2012 419 AM
7/26/2012 418 AM
7/26/2012 418 AM
7/26/2012 4:20 AM
7/26/2012 4:29 AM
7/26/2012 417 AM
7/26/2012 4:11 PM
7/26/2012 4:20 AM
7/26/2012 4:20 AM

Shortcut
Shortcut
Shortcut
Shertcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shertcut

10. Select Local Policies —Security Options —Interactive logon: Smart card removal

behavior

File  Action

View Help

|5

XE= HE

a Security Settings
a Account Policies
o Audit Policy
i [ User Rights Assignment
& Security Options
[ 3 ‘Windows Firewall with A
[ 7] Metwork List Manager Polici
[ 7] Public Key Policies
[ Software Restriction Policies
[ 7] Application Control Pelicies

g IP Security Policies on Local Computs
[7] Advanced Audit Pelicy Configuration

Policy

1] Interactive logon:
1] Interactive logon:
5] Interactive logon:
5] Interactive logon:
1] Interactive logon:
1] Interactive logon:
1] Interactive logon:
1] Interactive logon:
1| Interactive logon:
[ Microsoft network client: Digitally sign cornmunications (al...
[ Microsoft network client: Digitally sign cornmunications (if ...
1] Microsoft network client: Send unencrypted passwerd to thi...
[ Microsoft network server: Amount of idle time required bef...
[ Microsoft network server: Attempt S4U25elf to obtain claim ...
1] Microsoft network server: Digitally sign communications (al...
1] Microsoft network server: Digitally sign communications (if ...
[ Microsoft network server: Disconnect clients when legon ho..,
[5: Microsoft network server: Server SPN target name validation...

Machine account lockout thresheld
Machine inactivity limit

Security Setting

Mot Defined
Mot Defined

Message text for users attempting te log on

Message title for users attempting to leg en

Number of previous logons to cache (in c.
Prompt user to change password before e...

Require Domain Controller authentication...

Require smart card

mart card removal behavior

_.;ﬂ Metwork access: Allow anonymous SID/Name translation

%] Network access: Do not allow anonymous enumeration of S...
%] Network access: Do not allow anonymous enumeration of S...
[ Network access: Do not allow storage of passwords and cre...

5121 Metwork arcess: | et Fuenvone nermissinns annhy to anonwm...

10 logons

5 days
Disabled
Disabled
Mo Action
Disabled
Enabled
Disabled

15 minutes
Mot Defined
Disabled
Disabled
Enabled
Mot Defined
Disabled
Enabled
Disabled
Disabled
Mizahled

11. Select Lock Workstation from drop-down list, click OK
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Local Secunty Setting | Explain |

i Interactive logon: Smart card removal behavior

Lock Workstation W

12. Then select Control Panel —Administrative Tools —Services, double-click Smart

Card Removal Policy
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File Action View Help
e« EY

% Services (Local)

s

Smart Card Removal Policy Mame Description Status Startup Type Log ™
. % Secondary Logon Enables star... Manual Loc
Start the service 'iﬁ’iecure’iocketTunneling Pr.. Providessu.. Running Manual
'iﬁ’iecuri‘ty Accounts Manager  Thestartup ... Running  Automatic
Description: % Security Center The WSCSV... Running  Automatic (D...
Allows the system to be configured 7 sencor Monitoring Service  Monitors va... Manual (Trig...
to lock the user desktop upon smart - ] . .
card removal. -f_@’ier\rer Supports fil..  Running  Automatic
4 Service KMSELDI Automatic
"§_§Shell Hardware Detection Provides no..  Running  Automatic
'iiégkype Click to Call PMR Ser...  Provides ph... Manual
ﬁégk}-pe Click to Call Updater  Downloads ... Manual
'iéégkype Updater Enables the ... Manual
Manages ac. Automatic (T...
m Smart Card Removal Pelicy  Allows the s.. Manual
5 SNMP Trap Receives tra... Manual
% Software Protection Enables the .. Automatic (D..,
'3§;§'SogouUpdate HiEEE.. Manual
% Spot Verifier Verifies pot... Manual (Trig..
% S5DP Discovery Discovers n..  Running  Manual
'@éﬁtill Image Acquisition Events Launches a... Manual
'iﬁﬁtorage Service Enforces gr... Manual (Trig...
<

Bxtended { Standard /

13. Select Automatic from drop-down list and start service
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General |Log[h|Hemvetyr|Dependm|

Service name: SCPolicySve

Digplay name: Smart Card Removal Policy

eslktop upon smart card remaval.

Description: pluws the system to be configured to lock the user
v

Path to executable:
CWindows system 32 svchost exe 4 netsves

Startup type: H Automatic

Help me configure service starup options.

Service status:'l Rurning

Start ki Besume

You can specify the start parameters that apply when you start the service
fram here.

Start parameters:

14. Now the system will lock screen when user unplugs the mToken device.
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Chapter 2. BitLocker Drive Encryption

This Chapter mainly describes how to request a BitLocker certificate and how to use
mToken CryptolD to encrypt the hard drive.

2.1 Request a BitLocker Certificate

1. Make sure mToken device has been connected to your computer. Then, open the

certificate server page through Internet Explorer. (Here | will access my CA Server at
http://192.169.194.129/certsrv)

(7 Microsuft Active Directory Certificate Services - Windows Intermet Explorer

=18 x|
@ s (] hrinei192. 188, 194 129 e EIENE B el £l
(pFevortes @ y Certfeate § | | 2B - O - eaoe- Safety- Todk -
Microsoft Active Directory CoriScat, 5 WINAOCSTIRHIGRU-CA

=l

Welcome

Use this Web site to request a cedificate for your Web browser, e-mail client, or ather program. By using a cerificate, you can verify your identity to people you communicate with over the Web,
sign and encrypl messages, and, depending upon the type of certiicate you request, perform ather secunty tasks.

You can also wse this Web site to download a certificale authonty (CA) certiicate, cerhicate chain, or ceriicate revocation st {CRL), or o view the status of a pending request

For more information about Active Directory Certificate Senaces, see Active Direclory Certificate Senaces Do

Select a task:
i P

Wiew the status of a pending ceificate request

Jownboad a CA cedificate, cedificate chain, or CR

i |
[ e = [mom=
2. Select Request a certificate —Advanced Certificate Request —Create and submit

T[T [ Trussted sites | Probected Mode: 0ff

an application to the CA. In Certificate Template Area, select Bitlocker template.

Select Microsoft Base Smart Card Crypto Provider as the CSP.
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Certificate Template:
Bitlocker -

Hey Options:

¥ Create new key set " Use existing key set

CSP:
Key Usage: & Exchange
Key Size: IW rﬂﬂgﬁ {common key sizes: 1024 2048 )
' Automatic key container name " User specified key container name
™ Mark keys as exportable
™ Enable strong private key protection

Additional Options:

3. Finish the above Settings,clickSubmit, the PIN dialog box pops up.

Windows Security @

Microsoft Smart Card Provider
Please enter your authentication PIM,

—=3| PIN
PN |

Click here for more information

| ok || cancel

4. Type the correct PIN and click OK, a pending certificate page will be displayed,you

need to wait for issuer to authenticate and issue the certificate:

© Century Longmai Technology Co.,Ltd. 2015 Page 16 of 40
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Microsoll Active Directory Certficate Services - Windows Intemnet Explorer

=l8] x|
aﬂvlﬁ 192, 168, 194, 1 29 rer b frerth ﬂ Bill sl [ o e
Ui Favortes 8 Mcrosaft Active Directory Certificate Servces I | fa = B - [ m - poage- Safety - Todse e
Microsoft Active Directory Cort WIN CA

Certificate Pending

Your certificate request has been received. However, you must wait for an administrator to issue the certificate you requested.
Your Request Id is 3.

Please return to this web site in a day or two to retrieve your certificate.

HNote: You must retum with this web browser within 10 days 10 retrieve your certificate

|

[T [T [ Trusted sitms | Brotected Moda: Qff [Fa = [Fmoom -
5. Back to Step 1, select view pending certificate request status. After receiving the

notification from the Certificate Authority, you can obtain the certificate. When

installing the certificate, system will also verify the PIN, click Install this certificate,

you can determine whether the certificate is correctly installed according to the

prompts.

£ Microsoft Active Directory Lertificate Services - Windows Internet Licplorer |

yvlﬁ hetpe {192, 188, 194, 129/ cer o BN | s

Sf Favorites 8 Mscalt Active Drctory Cevlificale Serviers I | 3 - B - [0 - Page - Safety - Tods - -
Microsoft Active Directory Certificat WIN-0CSTIRHIGRU-CA

o

Issued

The certiicale you requested was issued lo you
P install thus certificate

™ Save response

i |
[T T T [ Tt st | Protected Mode: B [Fa=[Fmom =

2.2 Drive Encryption

1. Select Control Panel — BitLocker Drive Encryption, here | will test with encrypting F:
disk.

2. Turn on BitLocker

© Century Longmai Technology Co.,Ltd. 2015 Page 17 of 40
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v Control Panel » All Control Panel ltems

Adjust your computer's settings

P Action Center

Administrative Tools

I* BitLocker Drive Encryption

I EJ Coler Management

Date and Time

& Device Manager

@ Ease of Access Center
Folder Options

8 Indexing Options

Java (32-bit)

Location Settings

?E MNetwork and Sharing Center
g Personalization

ﬂ Programs and Features

@ Remotefpp and Desktop Connections
E Storage Spaces

Taskbar

E Windows 7 File Recovery
ﬁ Windows Mobility Center

Default Programs

é Devices and Printers
[ File History

,_R Fonts

R Intel(R) Graphics and Media
&2 Keyboard

P Mail

33 Notification Area lcons
Phone and Modem
f) Recovery

Iﬂ Sound

@ Sync Center
Troubleshooting

i Windows Defender
@ Windows Update

View by:

@ AutoPlay
Credential Manager
2 Dell Audio

!‘ Display

Flash Player (32-bit)
ﬂ HomeGroup
Internet Options
% Language

& Mouse

M Performance Information and Tools
3 Power Options

@ Region

é Speech Recognition
1% System

a User Accounts

‘ Windows Firewall

@ - 1 & + Control Panel » All Control Panel ltems » BitLocker Drive Encryption

Control Panel Home

BitLocker Drive Encryption

Search Control Panel 0

Smallicons >

Search Control Panel 0@

Help protect your files and folders from unauthorized access by protecting your drives with BitLocker,

Operating system drive

C (C) BitLocker off

Fixed data drives

D (D) BitLocker off

E (E:) BitLocker off

F (F?) BitLocker off

=7

Removable data drives - BitLocker To Go

See also
@) TPM Administration
@ Disk Management

Privacy statement

Insert a removable USE flash drive to use BitLocker To Go.

3. Select Use my smart card to unlock the drive, click Next

© Century Longmai Technology Co.,Ltd. 2015

Page 18 of 40



0 LONGMA.

mToken CryptoID Smart Card Application Guide

Choose how you want to unlock this drive

[ ]Use a password to unlock the drive

Passwords should contain uppercase and lowercase letters, numbers, spaces, and symbols,
Enter your password

Reenter your password

I Use my smart card to unlock the drive I

You'll need to insert your smart card. The smart card PIN will be required when you unlock the drive.

4. Select how to back-up your recovery key

© Century Longmai Technology Co.,Ltd. 2015 Page 19 of 40
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How do you want to store your recovery key?

If you forget your password or lose your smartcard, you can use your recovery key to access your drive.
We recommended that you save your recovery key to a file and print it.

2 Save the recovery key to a file

2 Print the recovery key

5. Click Next, you will see below pop up message.
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Are you ready to encrypt this drive?

You'll be able to unlock this drive using a password.

Encryption might take a while depending on the size of the drive.

Until encryption is complete, your files won't be protected,

| Start encrypting || Cancel

6. Click Start encrypting, the encryption progress window will be displayed.

éﬁ Encrypting...

Drive F: 38.4% Completed

= =

A Pause encryption before removing the drive or files on
the drive could be damaged.

ﬁ Encryption of F: is complete.
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- 1 * + Control Panel » All Control Panel ltems » BitLocker Drive Encryption v O Search Control Panel @

Control Panel Home

BitLocker Drive Encryption
Help protect your files and folders from unauthorized access by protecting your drives with BitLocker.

Operating system drive

C (C) BitLocker off

Fixed data drives

D (D:) BitLocker off

E (E) BitLocker off

F: BitLocker on (Locked)

i@ Unlack drive

Removable data drives - BitLocker To Go

See also Insert a removable USE flash drive to use BitLocker To Go.

@) TPM Administration
@) Disk Management

Privacy statement

8. To open this drive, you need to first unlock it with smart card
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This drive is protected by Bitlocker Drive Encryption

Use your smart card to unlock this drive
You will need to insert your smart card and type your smart card PIN.

[] Automatically uniock on this computer from now on
| don't have my smart card

Why do | have to unlock the drive?

9. Click Unlock, input correct device PIN in pop-up window and click OK. The drive is

now unlocked and can be accessed normally.

Computer View

1 M, Computer v & Search Computer

A Favorites . 4 Hard Disk Drives (4)
Bl Desktop um () D (D)

%l Recent places a | @ LB
B Downlosds 24,8 GB free of 80.0 GB 123 GB free of 129 GB

& OneDrive EE) F ()
@ | =] |
111 GB free of 129 GB 105 GB free of 127 GB

A Libraries
@ Documents

# Devices with Removable Storage (2)

M i fal
[g] P i é DVD RW Drive (G:)

=] Subversion
B videos

1M Computer
& c©
s D(D)
ca E(E)
s rr)
&3 CD Drive (H:)

8 items

© Century Longmai Technology Co.,Ltd. 2015 Page 23 of 40



0 LONGMAi

mToken CryptoID Smart Card Application Guide

Chapter 3. VPN

mToken CryptolD can be integrated with existing PKI applications seamlessly ( the developer
needn’t to execute any programming tasks except for some corresponding services’
configuration).

Currently, we can see most PKI applications use PKCS#11 and Crypto API (CAPI) standard
interface; CAPI is mainly used on Windows platform while PKCS#11 can be used on

cross-platform systems like Windows, Linux as well as Mac OS X.

This chapter mainly describes how to connect VPN with mToken CryptolD.

3.1 Server Configuration
3.1.1 VPN Installation

1. Select Control Panel —Administrative Tools —Routing and Remote Access

J Routing and Remote Access 3 =10 x|

- | OB XEFR 2

5 Routing and Remote Access | W3K (local)
_g Server Status =]
I3 (oca)| Configure the Routing and Remote

Access Server

To set up Routing and Remote Access, on the Action menu, click
Configure and Enable Routing and Remote Access.

For more information about setting up a Routing and Remote
Access, deployment scenarios, and troubleshooting, see Help.

=

Done | |

2. Right-Click W3K(local) and select Configure and Enable Routing and Remote Access
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Routing and Remote Access Server Setup Wizard L

Welcome to the Routing and Remote
Access Server Setup Wizard

This wizard helps you set up your server 80 that you can
connect 1o other networks and allow connections from
remote chents

To contirue. click Nexd.

3. Follow the setup wizard and click Next, select Custom configuration

Routing and Remote Access Server Setup Wizard

Configuration .
You can enable any of the following combinations of services, of you can a’l

customize this server.

(" Remote access (dial-up or VPN)
Allow remote clients to connect to this server through either a dial-up connection or a
secure Virtual Private Network [VPN) Intemet connection.

" Network address translation [NAT)
Allow internal clients to connect to the Intemet using one public IP address.

" Virtual Private Network [VPN] access and NAT
Allow remote clients to connect to this server through the Intemet and local clients to
connect to the Intemet using a single public IP address.

" Secure connection between two private networks
Connect this network to a remote network, such as a branch office.

@ Lustom configuratior

Select any combination of the features available in Routing and Remote Access.
For more information about these options, see Routing and Remote Access Help.

<Back [ New> |  Cancel

4. Click Next and select VPN access

© Century Longmai Technology Co.,Ltd. 2015 Page 25 of 40



0 LONGMAi

mToken CryptoID Smart Card Application Guide

5.

1.

Routing and Remote Access Server Setup Wizard '

Custom Configuration

Vithen this wizard closes, you can configure the selected services in the Routing
and Remote Access console

Select the services that you want to enable on this server.

M VPN access

™ Dalup access

[T Demanddal connections (used for branch office routing )

™ NAT
[T LAN routng

cBack [ Net> |  cawe |

Click Next and Finish

Routing and Remote Access Server Setup Wizard =

Completing the Routing and Remote
Access Server Setup Wizard

You have successfully completed the Routing and Remote
Access Server Sehup wizerd

Summary of selectons

VPN access =

.4/

After you close this wizard, configure the selected services
nthe Routng and Remote Access console.

To close this wizard, click Finsh

<MIR‘H‘IIC&\0¢

3.1.2 VPN Configuration

Back to Routing and Remote Access, right-click W3K(local) and select Properties —

Security
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w3K(local) Properties K E3

"General Securty |IPv4 | IPv6 | IKEv2 | PPP | Logging |

The Authentication provider validates credentials for remote access clients
and demand-dial routers.

Configure,..

The accounting provider maintains a log of connection requests and
sessions.

|W|ndows Accounting ﬂ Configure,, I

The custom IPsec policy specffies a preshared key for L2TP connections.
The Routing and Remote Access service should be started to set this
option.

[~ Allow custom IPsec policy for L2TP connection

Preshared Key:

SSL Certificate Binding:
[ Use HTTP

Select the certfficate the Secure Socket Tunneling Protocol (SSTP)
server should use to bind with SSL (Web Listener)

Certfficate: ]Default ~| View |

[ ok | cCacet | ooy |

2. Click Authentication Methods button, select Extensible Authentication Protocol to

support smart card identity authentication
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Authentication Method K E3 ‘

The server authenticates remote systems by using the selected methods in
the order shown below.

[V Extensible authentication protocol{EAP)
Select the EAP option if you are using Network Access Protection
(NAP). Use NPS to configure all other NAP settings)

<l

Microsoft encrypted authentication version 2 (MS-CHAP v2)
Encrypted authentication (CHAP)
Unencrypted password (PAP)

Allow machine certificate authentication for IKEv2

.

Unauthenticated access
™ Allow remote systems to connect without authentication ‘

[ ok ]| concel |

3. Set user permission, allow dial-in VPN

LM Properties K E3 |

General | MemberOf | Profle | Envionment | Sessions |

Remotecontiol | Teminal Services Profile Diakin
~ Remote Access Permission [Dialin or VPN)
(" Deny access

(" Control access through Remote Access Policy

[~ Verify Caller-1D: |
- Callback Options
(¢ No Callback
" Set by Caller (Routing and Remote Access Service only)

" Always Callback to: |

[~ Assign a Static IP Address I
I Apply Static Routes

Define routes to enable for this Diakin State Poutes |
b U

[ ok | concel | ey |
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3.2 Client Configuration

3.2.1 Request a Smart Card Logon Certificate

1. Make sure mToken CryptolD device has been connected to your computer. Open the

certificate server page through Internet Explorer. (Here | will access my CA Server
http://192.169.194.129/certsrv)

(7 Microsuft Active Directory Certificate Services - Windows Intermet Explorer

c EIET

@ _-‘. w [8] o192, 188,194 129 cert B RN S 2|

(pFevortes @ y Certh | | 2B - O - eaoe- Safety- Todk -
Micrasoft Active Directory Cort

WINAOCSTIRHIGRU-CA

Welcome

Use this Web site to request a cedificate for your Web browser, e-mail client, or ather program. By using a cerificate, you can verify your identity to people you communicate with over the Web,
sign and encrypl messages, and, depending upon the type of certiicate you request, perform ather secunty tasks.

You can also wse this Web site to download a certificale authonty (CA) certiicate, cerhicate chain, or ceriicate revocation st {CRL), or o view the status of a pending request

For mare information about Achive Direclory Certificate Senaces, see Active Direclory Certiicale Senaces Do

Select a task:

Hequest a cerilicale
Wiew the staius of a pending cerificate request
if ifis Il i

|

|4 = [* 00m =

2. Select Request a certificate —Advanced Certificate Request —Create and submit

F T T T [ Trusted stes | Probected Mode: off

an application to the CA. In Certificate Template Area, select smart card related

template (Smartcard User or Smartcard Logon). Select Microsoft Base Smart Card
Crypto Provider as the CSP.
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Certificate Template:
Smartcard Logon -l

Hey Options:

¥ Create new key set T Use existing key set

CSP:@Microsoft Base Smart Card Crypto Provider -

Key Usage: & Exchange
Key Size: [1024 | ™192% (common key sizes: 1024 2048 )

' Automatic key container name " User specified key container name
™ Mark keys as exportable
™ Enable strong private key protection

Additional Options:

3. Finish the above Settings,clickSubmit, the PIN dialog box pops up.

Windows Security @

Microsoft Smart Card Provider
Please enter your authentication PIM,

(=g| PIN
[P |

Click here for more information

| ok || cancel

4. Type the correct PIN and click OK, a pending certificate page will be displayed; you

need to wait for issuer to authenticate and issue the certificate:
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(7 Microsuft Active Directory Certificate Services - Windows Intermet Explorer

=l8] x|
G”‘-‘Olﬁ tpe/) 192, 168, 194, 129 certary feertingh, as B ENEY B £
Ui Favortes 8 Mcrosaft Active Directory Certificate Servces I | fa = B - [ m - poage- Safety - Todse e

Microsoft Active Directory Co WIN-OCSTIRHIGRU-CA

Certificate Pending

Your certificate request has been received. However, you must wait for an administrator to issue the certificate you requested.

Your Request Id is 3.

Please return to this web site in a day or two to retrieve your certificate.

HNote: You must retum with this web browser within 10 days 10 retrieve your certificate

|

"

[T T T [ Trusted stes | Brobected Mode: 0ff [¥a =% 00w
5. Back to Step 1, select view pending certificate request status. After receive the
notification from the Certificate Authority, you can get the certificate. When
installing the certificate, system will also verify the PIN, click Install this certificate,

you can determine whether the certificate is correct installed according to the

prompts.

Coertil Issued

The certiicale you requested was issued lo you
E‘E‘I Iimstall bns ceribcale

™ Save response

[T T [ Trste sites | Brobected Mode: 0iF [Fa = [Fw00m -

3.2.2 Establish Connection

1. Select Control Panel — Network and Sharing Center
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@ - 1 E v Control Panel » All Control Panel ltems

Adjust your computer's settings

P Action Center

* BitLocker Drive Encryption
@ Date and Time

& Device Manager

@ Ease of Access Center
Folder Options

8 Indexing Options

&2 Keyboard

B Mail

33 Notification Area lcons
Phone and Modem
@ Recovery

Iﬂ Sound

@ Sync Center
Troubleshooting

i Windows Defender

@ Windows Update

Administrative Tools
EJ Coler Management
Default Programs

é Devices and Printers
[ File History

__R Fonts

Internet Options

% Language

F Mouse

M Performance Information and Tools
% Power Options

@ Region

é Speech Recognition
1% System

% User Accounts

‘ Windows Firewall

B =R BRANRE

2. Select Set a new connection or network

u

- 4 2‘ + Control Panel » All Control Panel ltems » Metwork and Sharing Center v &

Control Panel Home

View your active networks

Change adapter settings

Change advanced sharing
settings

LM303-Sales
Public network

FINRIAIRIES
Public network

Change your networking settings

v O Search Control Panel 0

View by:  Smallicons =

@ AutoPlay
Credential Manager
2 Dell Audio

!‘ Display

Flash Player (32-bit)
@ HomeGroup

Java (32-bit)
Location Settings

Eﬂ'_ Network and Sharing Center

! Persenalization

[& Programs and Features

@ RemoteApp and Desktop Connections
E Storage Spaces

WL, Taskbar

b Windows 7 File Recovery

a Windows Mobility Center

Search Control Panel 0

View your basic network information and set up connections

Access type: Internet
Connections: ! Wi-Fi (LM303-5ales)

Access type: Mo network access

Connections: @ VMware Metwork Adapter
VMnetl

@ VMware Metwork Adapter
VMnetd

Set up a new connection or network

Set up a broadband, dial-up, or VPN connection; or set up a router or access point.

See also
HomeGroup
Internet Options

Windows Firewall

Troubleshoot preblems

Diagnose and repair network problems, or get troublesheoting information,

3. Select Connect to a workplace, click Next
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Choose a connection option

Connect to the Internet
Set up a broadband or dial-up connection to the Internet.

| Set up a new network
=ags, 5et up a new router or access point.

ﬁ' Manually connect to a wireless network
«ag, Connect to a hidden network or create a new wireless profile.

. Connect to a workplace
Set up a dial-up or VPN connection to your workplace.

4. Select Use my Internet connection(VPN)

How do you want to connect?

< Use my Internet connection (VPN)
Connect using a virtual private network (VPN) connection through the Internet.

LI I

= Dial directly
Connect directly to a phone number without going through the Internet,

A P
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Type the Internet address to connect to

Your network administrator can give you this address,

Intemnet address: | 192.169.194.128

Destination name: |‘|.|'PN Connection

] Remember my credentials

@ [] Allow other people to use this connection

This option allows anyone with access to this computer to use this connection.

Create || Cancel

6. Now your VPN connection has established
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Creating the connection...
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1. Sign office document

Chapter 4. Office Document Signature

1. Ensure mToken CryptolD contains required certificate. Connect mToken CryptolD to the

PC.

2. In office word document, select File —Info —Add a Digital Signature

Account

Options

Sign Document here.docx - Microsoft Word

Info

Sign Document here

Protect Document
? Control what types of changes people can make
Protect to this document.
Document ~
Mark as Final

Let readers know the document is
final and make it read-only

Encrypt with Password rare that it

Password-protect this document
uthor's name

Restrict Editing

Control the types of changes others

can make

Restrict Access

Grant people access while removing ¥
their ability to edit, copy, or print.

ons of this file,

Add a Digital Signature
Ensure the integrity of the document
by adding an invisible digital signature

Properties -
Size

Pages

Waords

Total Editing Time
Title

Tags

Comments

Related Dates
Last Modified
Created

Last Printed

Related People
Author

Last Modified By

? - 0
hxia -
11.2KB
1
3
1 Minute
Add a title
Add a tag

Add comm...

Today, 15:23
Today, 15:23

Ivxia
Add an aut...

Ivxia

3. Select Commitment Type and write your Purpose. By default, the latest certificate will

be selected, but you can also click Change to select your preferred signature certificate.
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ﬂ 5ee additional information about what you are signing...

You are about to add a digital signature to this document. This signature will not be
visible within the content of this document.

Commitment Type:
|Created and approved this document |

Purpose for signing this document:

|En5ure this document is wrote by me

To include information about the signer, click the details button,
signing as: Test

Issued by:  Longmai Tech CA Root

Sign || Cancel |

4. Ifyou don’t see the window above, but instead receive below pop-up window. It means
there is no certificate found on your computer; please make sure the connected mToken
CryptolD contains corrected certificate. If you can see the window above, please Sign

and skip this step.

To sign a Microsoft Office document you need a digital ID, would you like to get one from a Microsoft Partner now?

Yes | | Mo

5. Then click Sign, you will be asked to input device User PIN.
Default User PIN is: 12345678 (If you changed it, please use your new user pin)
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Info

. | A i u .---..
Sign Docum o
2 Microsoft Smart Card Provider
Please enter your authentication PIN.
» ! = = 11.2kB
Save As Protect i | PIN 1
Document = |: 3§ IPEN | y
Print —— lick here for more in i 22 Minutec
Share = = Add a title
(Tll l 0K ] [ Cancel Add a tag
Export Check for oo e— Add comm..,
Issues = '
Close Related Dates
Last Modified Today, 1604
—p Versions Created Today, 15:23
Account OLJ. . -
71 There are no previous versions of this file. Last Printed
Manage
Options Versions ~
Related People
Author .
< Ivia
Add an aut...
Last Modified By K
Ivxia

6. Click OK to sign this document; you will get a success confirmation dialog.

Your signature has been successfully saved with this document.
If the document is changed, your signature will become invalid.

Dgnn't show this message again

7. Click OK. (you will find that the document has been signed)
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Info

F:

Sign Document here.docx - Microsoft Word

Sign Document here

Fel

View
Signatures

»

Protect
Document =

Account

P
Options L)
Check for
Issues -

&

Manage

LY

Recoverable Signatures

One or more of the digital signatures in this
document is recoverable or could not be
verified. A recoverable signature may indicate
that an error occurred when the document was
signed.

Protect Document

[& This document has been marked as final ta
discourage editing.

Inspect Document

Before publishing this file, be aware that it
contains:

Document properties and author's name

\ersions

There are no previous versions of this file.

Properties -
Size

Pages

Waords

Total Editing Time
Title

Tags

Comments

Related Dates
Last Modified
Created

Last Printed

Related People
Author

Last Modified By

Related Documents

hia ~

11.2KB

1

3

22 Minutes
Mone
Mone

Mone

Today, 16:04

Today, 15:23

Ivxia

Ivxia

8. For example, when I try opening this document and attempt to modifying it, the message

about document is locked is displayed, and modifying it needs token verification.

Meanwhile, the information we have shown us that this document is signed.
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El H © g = Sign Document here.docx - Microsoft Word
HOME INSERT DESIGN PAGE LAYOUT REFERENCES MAILINGS REVIEW

MARKED AS FINAL An author has marked this document as final to discourage editing. Edit Anyway

w
Bl

VIEW

0 SIGNATURES This document contains recoverable signatures. View Signatures.

Sign Document here|

s -

x

x
]

This modification is not allowed because the selection is locked.

9. Click View Signatures, select certificate to view details.

BHEHS O- g ft Word

HOME INSERT DESIGN PAGE LAYOUT REFERENCES MAILINGS REVIEW VIEW
o MARKED AS FINAL An author has marked this document as final to discourage editing. Edit Anyway |
o SIGNATURES This document contains recoverable signatures. View Signatures... .

Recoverable Signature - The signer's certificate can't be verified, please try

Sign Document oo E| again later or check your network connection.

Signature type: ¥AdES-EPES

Commitment Type:

iC!eated and approved this document

Purpaose for signing this document:

|Make sure this document is signed by me

Signing as:  Test
lssued by:  Longmai Tech CA Root

See the additional See information about
signing information that  the signer...
was collected..

PAGE 1 OF 1 3WORDS  ENGLISH [UNITED STATES) &

Signatures

- X

| Recoverable error:

Test 2015/1/20

This document is signed.
Any edits made to this

document will invalidate the

digital signatures.

Learn maore about signatures in

Office documents...
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